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School & Home
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“There is no seatbelt for parents to

click, no helmet to snap in place, no e School expe rience
assurance that trusted experts have

investigated and ensured that these

platforms are safe for our kids. There e Published research
are just parents and their children,

trying to figure it out on their own,
pitted against some of the best
product engineers and most well-
resourced companies in the world.”

* Solutions and options




Our Approach

HOME ABOUT US KEY INFORMATION

HOME » KEY INFORMATION » E-SAFETY

E-Safety

ADMISSIONS

Develop Computing knowledge
Promote a culture of digital safety and
responsibility.

Digital Safety curriculum component in
PSHE & Computing

Covered in assemblies

Filtering software on school devices

Sharing safety information with parents each
week

Equals Trust Digital Leaders

External visitors



Age-Appropriate Development

* Curriculum content develops with age
* Promoting good choices and instilling good habits
* Make decisions based on age and understanding




Phone Ownership

* Starts with phone ownership

* Social norm

* Replacing traditional childhood ‘play’

* Correlation between increase in social media/mobile phone use and increase
in mental health concerns amongst teenagers. Causal link?



Teenagers Mental Health & Social Media

* (USA) The younger someone gets a mobile phone, the worse their mental
health in later life
https://sapienlabs.org/wp-content/uploads/2023/05/Sapien-Labs-Age-of-First-
Smartphone-and-Mental-Wellbeing-Outcomes.pdf

* (Switzerland) Excessive smartphone use is associated with psychiatric,
cognitive, emotional, medical and brain changes in adolescents that should
be considered by health and education professionals
https://www.sciencedirect.com/science/article/pii/S0140197121000853

* (UK) The Millennium Cohort Study states that ‘greater social media use

relates to poor sleep, low self-esteem and poor body image’
https://pubmed.ncbi.nlm.nih.gov/31193561/

* (UK) In the last three years, the likelihood of a young person having a
mental health issue has increased by 50% and emergency referrals to youth
mental healthcare services have risen by 53%.This has been strongly
correlated with smartphone use.
https://www.childrenssociety.org.uk/what-we-do/our-work/well-
being/mental-health-statistics
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Graph from “The Anxious Generation’ by Jonathan Haidt
Mental Illness Among College Students
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Figure 1.2. Percent of U.S. undergraduates with each of several mental illnesses.
Rates of diagnosis of various mental illnesses increased in the 2010s among college
students, especially for anxiety and depression. (Source: American College Health
Association.)?




Graph from “The Anxious Generation’ by Jonathan

Haidt

Anxiety Prevalence by Age
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Figure 1.3. Percent of U.S. adults reporting high levels of anxiety by age group.

(Source: U.S. National Survey on Drug Use and Health.)"!




Graph from “The Anxious Generation’ by Jonathan Haidt

Self-Harm Episodes, U.K. Teens
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Figure 1.9. UK. teens’ (ages 13-16) self-harm episodes. (Source: Cybulski et al., 2021,
drawing from two databases of anonymized British medical records.)**




Graph from “The Anxious Generation’ by Jonathan Haidt

Communication Technology Adoption
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Figure 1.6. The share of U.S. households using specific technologies. The smart-

phone was adopted faster than any other communication technology in history.
(Source: Our World in Data.)*




Teacher Feedback

Teachertapp- NGHENRFCArPs
~
Would you like to see a ban on under 16 use of any of
. . . the following platforms?
On balance, the benefits of allowing children aged N
13-17 to use social media outweigh the downsides —_— 49%
Instagram
for them S 59%
Pinterest
Strongly agree —— —_—
' 2% Tiktok
| g
Agree s
Twitter/X
(R 18% A 51%
Disagree WheitsApp
52 /0 Snapchat
Strongly d|sagree _ 69%
Other
o)
7 25% = 7%
Not relevant / cannot answer None
0 39 [ 18%
? Not relevant / cannot answer
a 5%
11,583 responses on 27th May 2024
11,632 responses on 28th May 2024




Increase Media Prevalence
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Increase Media Prevalence




Backed up by young people themselves

In a survey of 2,000 |13 to |8-year-olds, conducted by BBC Radio 5 Live and
BBC Bitesize, young people were asked about various aspects of life - including
mental health and their smartphone habits.The findings of the survey, carried
out by polling company Survation, suggest:

* 23% agree that smartphones should be banned for
under-16s

 35% think social media should be banned for under-16s




City headteachers suggest banning
smartphones for U-14s

School Responses

In a letter to parents, St Albans Primary Schools Consortium suggested that
smartphones shouldn't be given to students until Year S.

"We know that in our schools some children as young as Key Stage 1 have
smartphones," the letter read.

The headteachers added that, while phones can be useful for parents to keep
in contact while their children are away from home, phones "do not need to
have access to the internet” to keep children safe.

"As head teachers, we have committed to promoting our own schools as
smartphone-free."

The letter was signed by 20 of the 24 primary school headteachers in the city.

Research from Ofcom (the Office of Communications) - which oversees TV,
radio and internet services in the UK - found that 91% of 11-year-olds own a
smartphone in the UK.




Ol.

Twyford Church of o
England High School, Acton

Students all sign a mandatory mobile phone
agreement to use only a Nokia 105, Samsung
E1200 or Alcatel 10.16G brick phone, which
must be switched off in bags all day.

If pupils are seen breaking the rule, teachers
confiscate the phone till the end of term.

02. Emanuel School, AT
London

As of this year, the school is advising parents

of new Year 7 pupils joining in September to
not buy a smartphone for their child until Year ©.
Having run several 4-week trials where they
asked pupils to limit social media to 1 hour per
day, kids reported feeling happier, less lonely
and having improved levels of concentration.




What'’s to be done!

Our best advice — delay buying your child a smartphone whilst their brain is
developing. Wait until they are in Year 9.

We accept that you want to be able to contact your child especially if they are
walking to/from school. Consider a ‘brick’ phone that provides communication
without the social media component.




Alternatives

Online movements such as ‘Smartphone Free Childhood’ are gathering
momentum. This was started by a pair of mums in February of this year and has
now grown to tens of thousands.

It does not have to be an either/or situation.

01. Start with a children’s smartwatch

02. Move on to a simple phone

And a tracker if you want to be able to see where they are.

|




‘Smartphone Free Childhood’

The Smartphone Free Childhood website has a number of sections where you
can find out more if you are interested.

gl%'EAEBgﬂl’l!gHEOD ABOUT THE PROBLEM OUR MISSION RESOURCES - ©

As parents, how can we talk to each How to introduce the topic in your Letter template to Primary School
other about this? class WhatsApp Headtecachers

Letter template to Secondary School Smartphone alternatives; brick Our official guide to making a Parent
Headteachers phones, flip phones watches & more Pact in your school

Smartphone Free Schools guides for Our official flyer to circulate amogst Our MP |etter template

primary & secondary schools parents and schools _



A brief pause...

&




If your child has
(or will have) a
smartphone

What steps can you take to
avoid the risks and pitfalls we
have discussed?



Internetmatters.org

Social media is for ages 13
and over

Most social media and entertainment
platforms require users to be 13 or
older. This includes platforms like
Instagram, Snapchat and TikTok.
Pretending to be older will leave

children open to risk.

Smartphones have in-built
safety settings

Android devices come with Digital
Wellbeing while Apple devices come
with Screen Time. Individual
companies will have additional safety
settings -- like Samsung Kids or
Google Family Link. Set these features
up to improve your child's

smartphone safety.

Many platforms have
family or parent modes

TikTok has Family Pairing, Snapchat
and Instagram have their own Family
Centres and Roblox has Allowed
Experiences controlled via a Parental
PIN. All of these features are safety
tools that you can set up to keep your

child safe on their smartphone.

Social media platforms
have in-built safety
settings for teens

If your teen is honest about their age,
they will benefit from additional safety
on platforms like TikTok and
Instagram. Pretending to be an adult
means they miss out on these

features.

Playing games is a part of
socialising

Online games apps like Roblox,
Fortnite and Minecraft are often about
community and socialisation, not just
playing games. The ability to chat and
communicate with others means it's
important to review in-game safety

before they play.

There are a range of
messaging apps to follow

WhatsApp is a popular messaging
app that children use. However, users
must be 13 or older to use it.
Additional messaging apps like
Telegram might have different age
requirements to safety considerations

that you should look into.




Setting up filtering
can help reduce
inappropriate
content.

There are three
levels to doing this

Your internet/wifi
provider (only works in
your home)

On the device itself

Within the settings of
specific apps



Parental Controls

[ ]
Internet
matters.org

Entertainment & search engines

Select the stream

or other apps fror Social media

Select the social r

Broadband & mobile networks
from the dropdaov

Select your network p

. 1 ~ aames ' al =) -1~
dropdown list: Video games & consoles

Select the video game or console from

the dropdown list: M




techradar.
The home of technology

tectio

Qu

The all-in-one
pParental control

and digital wellbeing
solution

(Image credit: Future)

1. Qustodio * k%%

A full suite of parental control tools to keep your kids safe online




Talk about it:
Tips for a meaningful conversation

Start conversations when your children
won't be embarrassed, for example in

the car going home from school. Try to
de-personalise it by asking their opinion
on a current news story that relates to an
online issue.

Be proactive - don't wait until something
has already gone wrong - discuss issues
ahead of time - knowing what children of

a similar age are doing will help you know
more about the environment that your child
is living in.

Ask them for advice on how to do
something online and use this as a
conversation starter.

Make sure they know they can come to you
if they're upset by something they've seen
online - listen to them when they do and
try not to overreact - the important thing
is that they have come and told you!

Be sensitive and praise them when they
share their online experiences with you.

If your child comes to you with an issue,
stay calm and listen without judging them.

Talk about online grooming as you would
stranger danger and explain that people
they meet online might not be who they
say they are.

Ask them about things online which might
make them (or others) uncomfortable.




Dealing with inappropriate CONTENT

What to talk about

« They can come to you If they
see anything that upsets them

« If they have seen pornography...

that it presents an unrealistic
Image of sex and relationships

« The importance of respect for
each other and the meaning
of consent

Top tips / tools to use
« Parental controls on home broadband
« Content lock on mobile networks

» Safe search on Google (& other browsers)
& YouTube; child-friendly search engines

internet
matters.org




Dealing with inappropriate CONTACT

What to talk about

« Sometimes people hide behind
fake profiles for dishonest reasons

« Agree how they will respond to
requests from people they don't
know in real life

« Never ever to meet up with
anyone they don't know in real life

Top tips / tools to use

Set up safe social media profiles

that don't share personal information

Turn off geolocation settings on devices

Use the strongest privacy settings
on social media

Learn how to report/block/mute

-
internet
matters.org



Dealing with inappropriate CONDUCT

What to talk about Top tips / tools to use

- Talk to a trusted adult if they « Report inappropriate posts/content
experience anything upsetting online to the social media providers

« Think carefully about sharing » Think carefully about using
Images of others monitoring apps that identify

Inappropriate behaviour
» Be responsible onling,

remembering they are creating
their own digital footprint

internet
matters.org



Controlling tech time

And there are tactics you can put in place to help manage their screen time....

Set a good example

Talk together about the time
spent online

Agree on appropriate length of
time they can use their device

Get the whole family to unplug
& create screen-free zones

Use technology/apps to help
mManage screen time eg.
Forest App

internet
matters.org



Controlling tech time

Your children will be watching the way you use technology and they will copy;, make sure
there is some consistency in how you role model good behaviour:

o Turn off notifications On apps to ° 'No phones at the table' rule or 'no
avoid that constant ‘ping’ phones between 6 and 7' rule

o Buy an alarm clock so you don't o Family tech-

have devices in the bedrooms free days!

matters.org

o Keep phone on silent in your
pocket or bag when you pick
the kids from school
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